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A brief word about INASP
• International Network for the Availability of Scientific 

Publications
– Small, UK based charity working  to support access to, use and 

production of scientific information to support research and 
education

– Partner to universities, research centres, librarians, researchers, 
network bodies (NRENs), etc.

• Major projects and initiatives in 22 developing countries and 
active in another 20 or so

• Mainly in Africa, Asia and Latin America
• 2005+ supporting institutional and NREN bandwidth 

management and optimisation; 35+ training workshops, 
materials development, book, research, etc.

• More info: www.inasp.info



Strategic bandwidth management, enabling ICTs for optimal impact
ACU Conference of Executive Heads, Hyderabad, 29 November 2008

What is bandwidth?
• Some simple definitions:

– In computer networking and computer science, 
digital bandwidth or just bandwidth often refers to 
a bit rate measured in bits/s, for example, network 
throughput. 

» http://en.wikipedia.org/wiki/Bandwidth_(computing)

– The rate of data transfer i.e. the capacity of the 
[Internet] connection being used

– Bits vs. bytes (1 byte = 8 bits), file sizes in Kbytes, 
bandwidth in Kbits

– Internet (millions of computers) is connected by 
links (bandwidth)
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What uses up bandwidth?
• Any use of the Internet, for example:

– Viewing a Web page, downloading a PDF file
– Sending/receiving an email
– Online chat, online images
– Media streaming (online radio)
– Downloading files
– Connecting to remote computers
– Updating software

• Download and upload speeds and issues
• Network capacity

– Speeds and bottlenecks
– Gbps, Mbps, Kbps: Gigabits, Megabits, Kilobits per second
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Email: impact on bandwidth

• Original message = 6kb
• By Yahoo: 1,010kb
• By hotmail: 264kb
• By gmail: 23kb
• By institutional Web mail system: 14kb
• By outlook (or similar client side mail 

software): 6kb
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Why is bandwidth important?
• The power of ICTs is in the network
• Innovation in teaching, learning, research

– VLEs, online communities, collaboration, networked 
resources, remote access, distance learning, extension, 
expansion, out reach, engagement, improved 
performance/standards, new ways of working, etc.

• Return on investment
– ICT equipment, information resources, subscriptions, staff 

and student time, your time
• ICTs remove barriers around lack of information, 

bandwidth can put them back up if not addressed 
appropriately
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The bandwidth problem
• Congestion, running too slowly, unstable
• Too much data being passed over the network

– Too many users trying to do too many things
• Ignorance of individual impact on the network
• Bandwidth hogs (intentional or unintentional)
• Just too many users

– Poorly managed networks
– Viruses and security breaches

• Careful monitoring of the network should show what 
the bandwidth is being used for

• What is the bandwidth in your institution being used 
for?
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The essential issue
• Bandwidth is a resource that is…

– limited
– in high demand
– expensive
– of high value
– an enabling resource
– essential for innovation and development?

• It should be managed accordingly
• Is it?
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Core issues of BMO
• BMO addresses managing the use of a shared 

resource - collectively and individually
• Congestion means that there are too many bits 

(bytes) of information passing over the network at the 
same time

• Solutions and approaches this problem:
– Change how many bits of information travel, change when 

they travel, change how they travel = technical approaches
– Change what kinds of bits of information travel = policy 

approach 
– AND/OR expand the network
– A mixture of the above
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How can this be done?
• Technical approaches: exactly how these can be 

implemented will depend on your local network and 
ICT set up
– ICT staff need to work together in this area
– Common approaches and some centralised provision of 

services are most effective

• Policy approaches: require consensus and 
institutional level direction

• All approaches should be considered/addressed at 
some level within an institution

• Do you know what is happening in your institution in 
these areas?



Strategic bandwidth management, enabling ICTs for optimal impact
ACU Conference of Executive Heads, Hyderabad, 29 November 2008

Technical approaches 1
• Install good security and adopt anti-virus 

practices 
• Track and report on all relevant aspects of 

the network, bandwidth and Internet usage
• Implement content filtering to block 

undesirable web content 
• Use proxy servers and local caching DNS 

servers to keep local copies of previously 
retrieved web pages and Internet addresses

• Use the network to locally manage upgrades 
and updates
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Technical approaches 2
• Make sure all user activities can (if 

necessary) be traced
• Consider implementing a bandwidth manager 

product that allows you to give bandwidth 
priority to certain protocols, and to throttle 
others

• Discourage and control certain types of ‘peer 
to peer’ networking. 

• Offer Email addresses and web based Email 
facilities to users
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Technical approaches 3
• Configure the network to avoid open relay 

hosts and open proxies

• Train all users to use the Internet safely and 
efficiently

• Consider outsourcing and mirroring options

• Charging for bandwidth may help encourage 
users to use bandwidth sparingly
– But consideration of the academic impact…
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Policy approaches
• Aim to bring about behavioral change
• Treat bandwidth just as any common good that 

needs policy management
• Technical solutions can distribute the bandwidth 

evenly and make sure that no one user can use a 
disproportionate amount
– They can also prioritise and restrict traffic flows or users but

which ones and how?

• Technical solutions do not necessarily ensure that 
the traffic that flows is consistent with institutional 
purposes

• Policy must be used to support this…
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Joined up approaches
• Policy and technical approaches combined and 

supporting each other. For example:
• A policy that says something about…

– Appropriate and inappropriate use…
• Can be used to reward/punish such behaviour

– Ability to limit traffic by volume…
• Can be used to set quotas

– Ability to shape traffic
• Can be used to throttle non-core online resources or speed up 

core ones

– Virus protection and software standards
• Can be used to remove problem computers/users from the 

network who do not comply
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What a policy means in practice
• Consensus on bandwidth usage across the 

organisation
• An enabling environment/document that makes some 

things possible, buy controlling other things
• Allocates resources (bandwidth) for the greatest good

– Generally, 50% of bandwidth is generally used by a very 
small number of users

• An acceptable use policy (AUP) that guides users 
when using the network

• An enforced AUP that helps resources be managed 
to meet organisational objectives
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Limitations of BMO
• Bandwidth management and optimisation can

– improve the efficiency of a network
– improve the usability of the network
– improve the impact of the network

• It cannot overcome a completely under 
resourced network

• Consideration needs to be given to 
networked computer/user/bandwidth ratio and 
what is decided as a minimum acceptable 
level in this regard
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Making Strategic Decisions 
about Bandwidth



Strategic bandwidth management, enabling ICTs for optimal impact
ACU Conference of Executive Heads, Hyderabad, 29 November 2008

Summary of key issues
• Bandwidth management is needed if the 

full power of ICTs and networked 
information resources is to be realised

• How does bandwidth management 
strategy (and policy) mesh with wider 
strategic policy of the institution?

• What elements of strategic bandwidth 
management should or can an 
institution commit to?
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Defensive bandwidth management

• Improve the technical efficiency of the 
network and traffic flows over it

• Allocate bandwidth “fairly” where possible
• Respond to inefficiency (or abuse of the 

network) reactively, by closing loopholes and 
blocking or discouraging certain behaviour

• Ongoing battle to manage and optimise 
bandwidth
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Defensive management in practice

• Example of five different kinds of traffic
• Technically they are all the same, in the 

sense that they are delivered by the some 
protocols to the same applications

• But they are qualitatively different, not 
because of their manifest properties but 
because of their value to the institution

• The five kinds of traffic, their values, and the 
typical institutional management response 
are summarised in table 1
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Continued..
• An attempt is made to eliminate the negative value items
• Some of this can be done by technical measures (generally on the firewall) and 

some by means of policy – which, if rigorously enforced, can dramatically reduce 
traffic in pornography and pirated digital content

• But no attempt is made to distinguish among the other three classes of traffic
• The neutral- or low-value items enjoy the same access as the high-value items: 

they compete on equal terms for the available bandwidth
• Since the overall demand far exceeds the supply, some requests fail. Since the 

proportion of general internet requests far exceeds the number of academic 
requests, far more of the former will succeed

• And since the academic requests are generally for objects of a relatively large 
size – a journal article, for example, is generally delivered as a PDF file 
exceeding a megabyte in size – they are especially vulnerable to TCP session 
failure, which is what always accompanies bandwidth congestion

• A management regime of the kind pictured in this table will in effect penalise 
accesses to digital scholarly resources. 
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Strategic bandwidth management

• Strategic management = an approach that 
connects the management of the bandwidth 
as tightly as possible to institutional 
objectives, and is willing to sacrifice the lesser 
good for the greater

• Qualitative vs. quantitative approaches to 
traffic management

• Developing a framework in which qualitative 
AND quantitative approaches can be used
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Continued…
• A strategic approach to bandwidth management must seek to maximise 

the traffic in the fifth class
• For a developing country university, digital scholarly resources are the 

single greatest opportunity that is offered by the Internet revolution
• Defensive management means that general Internet access – (Google, 

CNN, howstuffworks.com, and millions of other sites) enjoys the same 
privilege as www.jstor.org, www.spinger.com, etc. 

• And within the framework of a defensive management regime, there is 
no alternative to this

• The neutral-value items can’t be managed downwards, because there 
is no mechanism, either technical or policy-based, for doing so. 

• A strategic approach, by contrast, would not seek t o manage 
some classes of traffic downwards. Rather, it would  ensure that 
some classes of traffic have privileged access. 

• Given a resource constraint, the most effective approach is sometimes 
to channel the resource towards the most valuable uses rather than to 
channel it away from the least valuable. 
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Strategic management in practice

• The simplest and the cheapest is to 
segment the bandwidth among the 
elements of a cache array, and direct 
some requests through a priority cache 
and leave others to take their chances 
in a general-purpose cache. 

• In Table 2, the three “none” cells now 
have positive content:
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Strategic bandwidth management 
implementation
• Implemented at the technical level
• But MUST be underpinned by an institutional 

consensus
• This involves:

– a recognition that a strategic approach is necessary;
– an agreement among the stakeholders – institutional 

leadership, the academic community, the library and the IT 
department – on the shape of that approach;

– a technical design
– a set of processes that serve the ongoing operational 

requirements of such an approach
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Strategic use of bandwidth

• Defensive bandwidth management fails 
to connect tactics to institutional 
objectives. At best it eliminates abuse 
but does not secure any positive 
outcomes

• Strategic bandwidth management seeks 
to reserve scarce bandwidth for core 
institutional purposes
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What should executive heads do?
• Set strategic objectives for bandwidth management
• Ensure supportive policy environment
• Engage and manage institutional dialogue and 

consensus
• Demand better management and monitoring of 

bandwidth usage
• Insist on monitored and accounted bandwidth usage 

before considering expansion
– what the current resource is being used for and what will the 

additional resource will be used for?
• If low bandwidth is set to remain, consider move 

towards usage quota system
• Don’t use bandwidth hungry email services
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Thank you – any questions?
Further reference information on 
bandwidth management and 
optimisation:

http://www.inasp.info/training/bandwidth
See also: http://bwmo.net/


