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A brief word about INASP

» International Network for the Availability of Scientific
Publications

— Small, UK based charity working to support access to, use and
production of scientific information to support research and
education

— Partner to universities, research centres, librarians, researchers,
network bodies (NRENS), etc.

 Major projects and initiatives in 22 developing countries and
active in another 20 or so

« Mainly in Africa, Asia and Latin America

o 2005+ supporting institutional and NREN bandwidth
management and optimisation; 35+ training workshops,
materials development, book, research, etc.

* More info: www.inasp.info
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What is bandwidth?

e Some simple definitions:

— In computer networking and computer science,
digital bandwidth or just bandwidth often refers to
a bit rate measured in bits/s, for example, network

throughput.

» http://en.wikipedia.org/wiki/Bandwidth_(computing)

— The rate of data transfer i.e. the capacity of the
[Internet] connection being used

— Bits vs. bytes (1 byte = 8 bits), file sizes in Kbytes,
bandwidth in Kbits

— Internet (millions of computers) is connected by
links (bandwidth)
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What uses up bandwidth?

« Any use of the Internet, for example:

Viewing a Web page, downloading a PDF file
Sending/receiving an email

Online chat, online images

Media streaming (online radio)

Downloading files

Connecting to remote computers

Updating software

 Download and upload speeds and issues
* Network capacity

Speeds and bottlenecks
Gbps, Mbps, Kbps: Gigabits, Megabits, Kilobits per second

Strategic bandwidth management, enabling ICTs for optimal impact

ACU Conference of Executive Heads, Hyderabad, 29 November 2008 MSP
International Network

for the Availability of Scientific Publications



Bl Bt Wew Goo Toos  Atons Heb Ty st [ bl =

bl - cf U3 X | Caleok | EReok o) (g Formed | % serdmasiee - [ORM@ W e ot = | g (B G | soer nmm LECEY |
| Logkfon + Sawcthin® Jibes (] opters e X |

| - ot Skt s
iy o s : _ ) | i
24 For P s e R et il e o
(b Tha 263 12008 (: 31 RE! Boivian B Fact firding vist 10K
|35 Sent dtems s 20112008 05551 Fi: KEMUILLIMS [ tramang cose shody FilE]
Ll ok E-mad Fri2a 11 Fms s wmall grants- pabament focisd ERE ]
| s Fokcers Fra 21132008 9937 Zrvall grark TMA0E nE
[i=) 9 nitrcce - Mariir Bekcher Yochora's eahitorning. d i) .
5 neleted tema (70 ikt e T T ST L
.&jnrd’ls [=3 r_r_|21.n'u.rm|:. 12:04 mww:lmﬂm l_!lll
El L1 Fasp.info Frm 2311 33000 1247 i [T ik ke kit
= B s b tdeereriFlateeion = el
B ks [ Fri 21/11/2008 1313 S et usage email (1] >

Sample bandwidth usage email

fdartn Balcher

Estya i a0 thes mssage wer remosed,

Tz in Buichan

f=ar Harcin,

B=lod is the d-!n'rple emall to shivd the page Waight. Pethapd & LV¥pical emall €3 &UElins ah =ifeht.
Theanks,

HBaftin

mm

Eandwidth Managemsnt and Optimisstion University and Fessarch Librariss Brisfing, Mairoki, 14 July 2003

IEAFT DRAFT FRAFT DRAFT DRAFT DRAFT LRAFT

Bac kg ound

IHASF and the Kenys Library shd Informstion Jecvices Consottium {ELISC) invite ywou to participste in ane day seminst
bri=fing on bandvidih mansgement and optimisavicn (BRO} ¥ithin & university and reseacch Libtery enviconment in Henys,

Thiz briefing seminat is aimed &t s=nlor liktarians seeking an ovarview and sound dhdecstanding of bandeidth management -
ahdt optimisat ioh Lesies and how they may bopact of Liboary ssfvices.

The s=minac will be & combined mamsgement, policy and technical Briefing and will oover the following Lssuwes;

Fundamsntals of bandwidih and netvstl connectivicy

Bandwidth mansgsment Statius, reguitemsnts and optilohs

Bandwidih mansgement and optimisation: palicy isswss and vechnical igsuwes

The tale of Stratsgic mansgsmant decisions in bandvidth maragemsnt

The tole of the libiaiy in stistsgic pibagemefit decisicns

Vhat can the lihl:ﬂ.l:il' da in thess areasds? What can the libratcy not dol?

Frsctical steps and tecommendations for Llibraries in relastion to bandwidth mansgement

The z=mingt @Will be & mixtuc= of pres=Atations, disciésion and active group Witk ahd will tum 9.30 ta 14.00.




M unreaud] Yahoo! Mail, ampoweelbrer - Morifls Firefox
Ble Edt Mew Hgoo fodmads [ods  Help

4 - e i‘; WP btk sk el 0. mall y pbrco, cordelcaunch?, rand=lkire Ho 3 a0 | | i3
W Gettng Sarted L) Latest Headinges (03] Mosla Frafox St F,,. || Mosils Frefor Stat P,
Google w1 sewch = kg & B - 1Y Bcolmerke T - T g < % mutiliok B o Sendinr e D settings=
Jmm (1 urresd) ¥ahoo! Mail, ampewell., L) -
NRHOO MAIL  smporliondyubaocoid yiskbal | M G| | Wt | ottt Hre el e
L el S=gn Chut, My kocount, Mail Clas v
B oMl e = | | (0 i || T 31 s ® | Fawphs haedwidih usag 5 Pkl bl | Excticss = | M=
n 2 . ADVERTISEMENT
B Zamch ™ =1 [ Demlete e Rephy = [ Forward db &k | mEhGpsm | pFMoves 5 Pint  More dchons =
i Samnphe handwidth usoge email Feandayd Hender -
- Bt Martn Gelcher - mibelchersinasginio = ©F . Failty, 21 hlrvimber, 21006 10038136
T el ahon, oo b
B inkos (]
il brafte Dleat Anne, -
; :Ih-t Bedow 12 the sample emml bo chow the paos weighl. Feshape 8 {ypicsl smail to oulbne anevent
AT Emcky
= Trash' (i) Empty | | Thanks,
T Contacks ful
= Calandsr Blwilin
i hiohepad T
O arreeds Bundwidth Mansgemenl and Oplemsalon Ursersily and Reseanch Libransa Bngling, Namobi, 14 July 2005
Wy Fokders udil
ORAFT DRAFT DHAFT DRAFT ORAFT DRAFT  DRAFT
Beckground
INASE and the Kenya Libiary and nfarmalon Semces Cansamiirm (KLISC) imle pou 1o paeleipale in b day Semmal Baefing of bandwidih managament
and cglirnization (EMC) within o universsy and resedsech library snvronmenl inKenya. This brefng sermar 8 aimed a8 sereor libraiians seaking an memes
and sourd undérstandmg of bandsedih management and oplimisalion iSSwes and o Dhey gy impact on iy semozs
Thie samrunar will be a comblred managemant, policy and fecknical briefing and will cover the follovang ssuss
- Fundamertas of bandwidth and nebwork connectify
- Bandwadih ransgemenl stalug, requirements and opbans
- Bandwidth eanegetnent and opliesatson, policy esues and lechnical ssuss
= The role of slrate s managemerd decizions n bandwidih management
= The role of the library = strategic managament decisions
= Wl can e lorary do in thess Areas? What can lhe rary ndl dor
- Practical slaps and reoamemendalions 1or ibrares in refation Lo bandwatth reanaganen
The s2mimar will bea miature of presentqions, Escuzaion and sclve group woik and will run 530 to 1800
Wha should antend this aeminat?
E"r‘l vkrtee] The seminar is-amed 51 directors of libeaneg and other senior bbranang whi face retwork cormectvly and bandwdih challenges that ame impacting on then
i delivery and respuscing of sdectronic wlormaton seraces. I ecommended that anly one ar two participants per inslitution aliesd. KLISC member
ﬂ ' nkm B-Mails et utions ane indted 1o particpate i the gamwhar
I & e
Ther eaminar will ba bald at LIPOATE | OCATICN i fmee 3 30 - 1R 00 14 ols X08R =
= Wiml e F 008

e Cred®t Rapot §0 % | BB titEd Mo i el thon s Figen o @

Doha




— = -_— —ee —
e Vo Y ey | 23w by 123 mal v, comyral TadayLight, aspe 1 2751 1 HS088dma=signing O6n=41 4034137

v 4| x

e @) Customizeinks B Eng. dict B Frdict. WE Frwerbs 8 Langusge Took e Morey | OneSiteEurcpe @ | Spdict, @) 5o verbs

W |I‘WmsLhre_Hutwﬂ

Mov B e ov epage s (JTods v

12 ¢

£7 Windows Live~

Hotmail

A credit limit that keeps you in control .

¥ ;l; From E100 to £2,500

priestiéy_rebeceadbotmail....

| Inbox

Ea

Drafts

Serit

Deleted (16)
Alex mails (86)
Dave malls
Gillian stuff

Good Food

Relnted ploces
Today
Contact list
Calendar

Privacy 3

1 minuie response guarantoe

New Delete Junk Markasy Movetor o #8
Reply Reply all Forward

5 You've just added this sendar to your safe senders list. Add contact

Sample bandwidth usage email

o Martin Bedcher {mbelcher@inasp. info)
Sant: 21 Novembar 2008 09:59:16
Te:  prestiey_rebacca@hotmail.com

Er

Dear Rebecca,

Below isa the sample email to show the page weight.
EVENT.

Thanks,
Martin

Bandwidth Management and Optimisation University and Fesearch Librazies

July 2008

Perhaps

a typical email

Hra

Sl

T

efi

- | —

hbmi@

Bign aut

Options+ @ ~

W

outline an

ng, Nairobd, 14

& Tnternat

oo -




Inlas 'y S Bomt (3 Blees winclow
ME Sample bandwidth usage emall ... o
Diads Murtin Balcher <mbelchongmesp o> 31 Movamiber 2008 1310
Al s T belcher mastingigmad com
Spam Bapd | Beolelo 311 | Egwsied | Pl | Rglety | Bhosw seding
Bin Diear Marin,
Contncty Below = the samgle email to show ihe page weight, Pefaps a typical emall o outline @ et
Labata Thtks,
telartin
-
Banchaicith Managsment snd Optimization Unnessily and Resaarch Librsies Bosfng . Nairabi, 14 Juby 2008
DRAFT DRAFT ORAFT DRAFT DHAFT ORAFT ORAFT il
Baekgraund

INASF arid the Konya Libeary and Irdarmation Seraces Consodum l:l'ﬂ.ﬂl.‘,"] il you ba padicipals in eoe day seminar beefng on bandwidth o 0 b and optimsation G0} wiike
B university and tesearch ibrey srvmonment in Kenya This breling ssmmar is simed ol seniof librunans seokg an overiew and sound understanding of bandwidlh rmanagament and
oplimisation (ssues and haw Lhey may impacl on library séraces

The sermriar will be a combined managemend | palicy and fechrecal bnefng and will cover The Tallowing msurs:

« Fundamentale of bandvadih snd netvark cormecthaty

+ Bandwidih management sisfus, requrements and oplions

- Bandwidth marsgemant and oplimisadion, pobicy sl and techmcal issues

. Tha tole of stratedic management decisaons (n b dwidlh management

= Thin tede of the lirary In strtegic mansgement deciziong

- Whal can the library do In these areasT Whal can the library not dot

« Practical slepe and recommendations for Bbrwies in relabsn 10 Bandwidh g

Tha serninar sll b & miclure of prosantalions, discussion and actha graup work and will in 930 10 16.00
Wha should atiend ths semina?

The serninar & simed ot doeciors of lfranes and sther aenior libranane whe face nebwark cannectivily and handwidlh chalenges thal are mmpacding on ther delivey and resoweng af
elecironic information serdces. B m recommiended that anly one o twie paricipants per ingtitulion aitend  KLISC member insifutions ant insted in paricipale in the semnar




Dear Rartin,

Below i the #sample smail to show the pags waight. Perhaps & typical emsil ta
outline an event.

Bandwidth Management snd Optimisation University and Fessarch Libraries Briefing,
Matrabi, 14 July Zo0a

DEAFT DRAFT DEAFT DRAFT BRAFT BRAFT DEAFT
Barkaround

:M:‘.l -and the Kenya Libracy .iqd Infocmation Fecvices Consortium (KLISC) invite you
to participate in ons day aeminar briefing on bandiidth mmen': and apt imisgation
{(BES| within & university snd Fesssrch library environment in Kenya. This brisfing
seminar 18 simed st senior librarians se=king an overview and sound understanding of
handwidth menagement and optimisacion issues and hov they may impact on Library
asrvices, '

The seminar will be & combined mansgem=nt, policy and 'u-e:hnim;l. briefing and will
cover the follawing issuss:

Fundémentals of handuidth snd network connsctivity

Bandwidth mansgement atatus, tequiremsnts and options

llmd'ﬂ.ﬂﬁh MEnAgEm nt mﬂ ml.m.tp“!.m, jp:l.:.n-r isfues mnd technical issuss

The ttle of atrategic management decisions in bandwidth managemant

~ The rils of the library in strategic management deciaions

- What can the library do in thes= area=? Vhat can the likrary not da?

- Practicel steps snd recommendations for libraries in relation to bandwidth mansgement

il Bl




Email: impact on bandwidth

* Original message = 6kb
By Yahoo: 1,010kb

By hotmail: 264kb

By gmail: 23kb

* By Institutional Web mail system: 14kb
* By outlook (or similar client side mail

software): 6kb

ACU Conference of Executive Heads, Hyderabad, 29 November 2008

for the Availability of Scientific Publications



Why Is bandwidth important?

The power of ICTs is in the network

Innovation in teaching, learning, research

— VLESs, online communities, collaboration, networked
resources, remote access, distance learning, extension,
expansion, out reach, engagement, improved
performance/standards, new ways of working, etc.

e Return on investment
— ICT equipment, information resources, subscriptions, staff
and student time, your time
e |CTs remove barriers around lack of information,
bandwidth can put them back up if not addressed
appropriately
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The bandwidth problem

e Congestion, running too slowly, unstable

 Too much data being passed over the network

— Too many users trying to do too many things
 Ignorance of individual impact on the network
« Bandwidth hogs (intentional or unintentional)
e Just too many users

— Poorly managed networks

— Viruses and security breaches

o Careful monitoring of the network should show what
the bandwidth is being used for

 What is the bandwidth in your institution being used
for?
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The essential iIssue

e Bandwidth is a resource that is...
— limited
— In high demand
— expensive
— of high value
— an enabling resource
— essential for innovation and development?

|t should be managed accordingly

o |SIt?
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Core I1ssues of BMO

« BMO addresses managing the use of a shared
resource - collectively and individually

e Congestion means that there are too many bits
(bytes) of information passing over the network at the
same time

e Solutions and approaches this problem:

— Change how many bits of information travel, change when
they travel, change how they travel = technical approaches

— Change what kinds of bits of information travel = policy
approach

— AND/OR expand the network
— A mixture of the above
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How can this be done?

o Technical approaches: exactly how these can be
Implemented will depend on your local network and
ICT set up

— ICT staff need to work together in this area
— Common approaches and some centralised provision of
services are most effective

* Policy approaches: require consensus and
Institutional level direction

« All approaches should be considered/addressed at
some level within an institution

Do you know what is happening in your institution in
these areas?
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Technical approaches 1

Install good security and adopt anti-virus
practices

Track and report on all relevant aspects of
the network, bandwidth and Internet usage

Implement content filtering to block
undesirable web content

Use proxy servers and local caching DNS
servers to keep local copies of previously
retrieved web pages and Internet addresses

Use the network to locally manage upgrades
and updates
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Technical approaches 2

 Make sure all user activities can (if
necessary) be traced

 Consider implementing a bandwidth manager
product that allows you to give bandwidth
priority to certain protocols, and to throttle
others

e Discourage and control certain types of ‘peer
to peer’ networking.

e Offer Emalil addresses and web based Emaill
facilities to users
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Technical approaches 3

e Configure the network to avoid open relay
hosts and open proxies

e Train all users to use the Internet safely and
efficiently

e Consider outsourcing and mirroring options

e Charging for bandwidth may help encourage
users to use bandwidth sparingly

— But consideration of the academic impact...
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Policy approaches

Aim to bring about behavioral change

Treat bandwidth just as any common good that
needs policy management

Technical solutions can distribute the bandwidth
evenly and make sure that no one user can use a
disproportionate amount

— They can also prioritise and restrict traffic flows or users but

which ones and how?

Technical solutions do not necessarily ensure that
the traffic that flows is consistent with institutional
purposes

Policy must be used to support this...
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Joined up approaches

* Policy and technical approaches combined and
supporting each other. For example:

* A policy that says something about...
— Appropriate and inappropriate use...
« Can be used to reward/punish such behaviour
— Ability to limit traffic by volume...
« Can be used to set quotas

— Ability to shape traffic

» Can be used to throttle non-core online resources or speed up
core ones

— Virus protection and software standards

e Can be used to remove problem computers/users from the
network who do not comply
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What a policy means In practice

e Consensus on bandwidth usage across the
organisation

* An enabling environment/document that makes some
things possible, buy controlling other things

* Allocates resources (bandwidth) for the greatest good

— Generally, 50% of bandwidth is generally used by a very
small number of users

* An acceptable use policy (AUP) that guides users
when using the network

* An enforced AUP that helps resources be managed
to meet organisational objectives

Strategic bandwidth management, enabling ICTs for optimal impact ;
ACU Conference of Executive Heads, Hyderabad, 29 November 2008 MSP
International Network

for the Availability of Scientific Publications




Limitations of BMO

« Bandwidth management and optimisation can
— Improve the efficiency of a network
— Improve the usability of the network
— Improve the impact of the network

|t cannot overcome a completely under
resourced network

« Consideration needs to be given to
networked computer/user/bandwidth ratio and
what Is decided as a minimum acceptable
level in this regard
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Making Strategic Decisions
about Bandwidth
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Summary of key issues

 Bandwidth management is needed if the
full power of ICTs and networked
Information resources Is to be realised

 How does bandwidth management
strategy (and policy) mesh with wider
strategic policy of the institution?

 \What elements of strategic bandwidth
management should or can an
Institution commit to?

|
Strategic bandwidth managem bI ng ICTs for p mal impac ;
ACU Conference of Executiv d Hyder b d, 29 November 2008 MSP
International Network

for the Availability of Scientific Publications




Defensive bandwidth management

* Improve the technical efficiency of the
network and traffic flows over it

 Allocate bandwidth “fairly” where possible

 Respond to inefficiency (or abuse of the
network) reactively, by closing loopholes and
blocking or discouraging certain behaviour

e Ongoing battle to manage and optimise
bandwidth
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Defensive management in practice

« Example of five different kinds of traffic

e Technically they are all the same, in the
sense that they are delivered by the some
protocols to the same applications

e But they are qualitatively different, not
because of their manifest properties but
because of their value to the institution

* The five kinds of traffic, their values, and the
typical institutional management response
are summarised in table 1
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Table 1. Typical institutional response to five classes of traffic.

Example Value Explanation Typical response
Hacking High negative Fotential for damage | Firewalling and
to institutional policy
reputation, ar even
legal liability
Fornography Lowy negative Wasteful of Faolicy
resources
General internet Meutral Improves user Maone

connectedness to
the digital world but
no direct academic
benefit

Academic blog Lowy positive lmproves user MNone
connectedness to
the scholarly world
biut na high-guality
benefit

Electronic journal High positive Direct positive Mane
conseguence for
teaching and
research
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Continued..

 An attempt is made to eliminate the negative value items

e Some of this can be done by technical measures (generally on the firewall) and
some by means of policy — which, if rigorously enforced, can dramatically reduce
traffic in pornography and pirated digital content

« But no attempt is made to distinguish among the other three classes of traffic

« The neutral- or low-value items enjoy the same access as the high-value items:
they compete on equal terms for the available bandwidth

« Since the overall demand far exceeds the supply, some requests fail. Since the
proportion of general internet requests far exceeds the number of academic
requests, far more of the former will succeed

 And since the academic requests are generally for objects of a relatively large
size — a journal article, for example, is generally delivered as a PDF file
exceeding a megabyte in size — they are especially vulnerable to TCP session
failure, which is what always accompanies bandwidth congestion

« A management regime of the kind pictured in this table will in effect penalise
accesses to digital scholarly resources.
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Strategic bandwidth management

e Strategic management = an approach that
connects the management of the bandwidth
as tightly as possible to institutional
objectives, and is willing to sacrifice the lesser
good for the greater

e Qualitative vs. quantitative approaches to
traffic management

e Developing a framework in which qualitative
AND quantitative approaches can be used
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Continued...

e A strategic approach to bandwidth management must seek to maximise
the traffic in the fifth class

 For a developing country university, digital scholarly resources are the
single greatest opportunity that is offered by the Internet revolution

« Defensive management means that general Internet access — (Google,
CNN, howstuffworks.com, and millions of other sites) enjoys the same
privilege as : , etc.

« And within the framework of a defensive management regime, there is
no alternative to this

« The neutral-value items can’t be managed downwards, because there
IS no mechanism, either technical or policy-based, for doing so.

o A strategic approach, by contrast, would not seek t 0 manage
some classes of traffic downwards. Rather, it would ensure that
some classes of traffic have privileged access.

« Given a resource constraint, the most effective approach is sometimes
to channel the resource towards the most valuable uses rather than to
channel it away from the least valuable.
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Strategic management in practice

 The simplest and the cheapest is to
segment the bandwidth among the
elements of a cache array, and direct
some requests through a priority cache
and leave others to take their chances
In a general-purpose cache.

e In Table 2, the three “none” cells now
have positive content:

Strategic bandwidth management, enabling ICTs for optimal impact
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Strategic bandwidth management
Implementation

 Implemented at the technical level

 But MUST be underpinned by an institutional
consensus

e This involves:

a recognition that a strategic approach is necessary;

an agreement among the stakeholders — institutional
leadership, the academic community, the library and the IT
department — on the shape of that approach;

a technical design

a set of processes that serve the ongoing operational
requirements of such an approach

Strategic bandwidth management, enabling ICTs for optimal impact
ACU Conference of Executive Heads, Hyderabad, 29 November 2008



Strategic use of bandwidth

o Defensive bandwidth management fails
to connect tactics to institutional
objectives. At best It eliminates abuse
but does not secure any positive
outcomes

e Strategic bandwidth management seeks
to reserve scarce bandwidth for core
Institutional purposes

rrrrrrr
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What should executive heads do?

o Set strategic objectives for bandwidth management
* Ensure supportive policy environment

 Engage and manage institutional dialogue and
consensus

« Demand better management and monitoring of
bandwidth usage

* Insist on monitored and accounted bandwidth usage
before considering expansion

— what the current resource is being used for and what will the
additional resource will be used for?

e |f low bandwidth is set to remain, consider move
towards usage guota system

 Don’t use bandwidth hungry email services
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Thank you — any guestions?

Further reference information on
bandwidth management and
optimisation:

http://www.inasp.info/training/bandwidth
See also: http://owmo.net/
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